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Crisis management:
Understanding the response plan

By Marissa Michel, Director, PwC US

The incidence of crises is rising. So is the
impact of crises on organisations. In this
article, originally published by PwC’s
Center for Board Governance, we argue
that boards, even when their
organisations have crisis management
plans, have missed crucial steps for their
organisations to pull through a crisis and
get back to business. One of those steps is
to have a robust communications plan as
communication is essential to help prevent
stakeholders losing confidence in the
company and exacerbating the situation.

Here are some of the other critical steps:

1. Know when an “event” is really a
crisis — define in advance what
constitutes a crisis and determine
“trigger points” that once reached may
indicate a crisis situation.

When a crisis hits your
organisation, how will you
find out about it as a
board member?

Marissa helps corporate, government and 2. Appoint an identified “incident
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non-profit clients identify, manage and
mitigate threats at home and in emerging
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commander” — the person is
authorised to convene the crisis team,
or can engage the appropriate
individuals to make that decision.

Through employees,
customers, or maybe virally
through social media?

organisations bring together the right 3. Keep the business running smoothly —

stakeholders, gather and analyse
intelligence and information, and make
decisions to end the crisis quickly and

Hopefully though, your organisation has
a well-prepared and well-rehearsed crisis
plan, in which case you will most likely

stay focused on getting back to
day-to-day operations, particularly for
those areas of the business less

return to “business as usual”. This includes
risk-driven strategy development, threat
identification and intelligence, enterprise
risk management, crisis response/
recovery, strategic communications, and
post-event re-structuring. Marissa’s
industry coverage focuses on high risk
sectors, including development and aid
organisations, investment banks, private
security companies, extractives firms and
businesses operating in emerging markets.
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learn about the facts of the crisis speedily
and directly from the organisation’s
authorised incident “commander” or 4. Prepare in advance — many companies
spokesperson. You will know what steps that have performed scenario testing
you need to take, if any, and how begin to recognise the amount of work
management has prioritised its activities and coordination that goes into

for a recovery. You may even have gone each step.

through a table-top scenario exercise

with the management team. You canbe 5. And yes, communicate — keep control
confident that the crisis is being of the message. >
controlled as well as possible.

impacted by the crisis.



So when did you last check your
organisation’s crisis plan? Here are other
tips for boards in preparing for, responding
to and recovering from crisis.

Scenario testing can improve execution

Most directors say they understand
“very” or “moderately” well the
company’s crisis communication
response plan24, up from less than half
who said the same just two years ago.
But interestingly, when a crisis actually
does happen, often the crisis response
plan is forgotten in the midst of the
turmoil. This can result in inefficiency
and potential mistakes.

Companies will want to assess and test
their crisis response plan. Scenario
testing can help improve the likelihood
of effective execution. And while testing
is important, the best laid plans may not
always work. Companies need to remain
agile during a crisis situation and adapt
their plan if and as needed.

Lessons learned from recent crises
Having the right crisis response team:

Companies need to have the right crisis
response team with the requisite

expertise to guide the company. The
team may be different depending on the
crisis situation. For example, the team
needed to respond to a security breach
may be different from one needed to
respond to a natural disaster.

Controlling the messaging:

Management should use caution when
communicating in a crisis situation.
Companies need to maintain control of
the messaging and be careful not to
provide too much detail before all the
facts are known. Sometimes the known
facts can change dramatically in a short
amount of time. Such changes can lead
to a different response plan and cause
the company to lose credibility with its
stakeholders if it has already gone public
with an incomplete or inappropriate
response. Social media can be a valuable
communication tool.

Investigations and assessing the need
for independent legal counsel:

If a situation is deemed to need an
investigation, the audit committee or
board will want to determine whether to
engage independent legal counsel
instead of a familiar law firm overseen by
company executives. Why? Independent

counsel may be needed to satisfy all
parties and regulators — the SEC, stock
exchanges, external auditors, and company
executives — relying on the credibility
and objectivity of the investigation.

Building relationships early:

A company in a crisis situation may
need the assistance of regulators or
local law enforcement agencies. So
management may want to consider
building relationships with key
individuals in these organisations
before a crisis occurs.

Director considerations:

e Ask if management has performed
scenario testing of the company’s crisis
management plan to reduce the
likelihood of mistakes and
inefficiencies.

Understand whether and how the
company plans to use social media to
deliver its messages in a crisis situation.
Consider lessons learned from recent
crises and discuss with management
whether any actions or changes are
needed to the company’s crisis
response plan.

This article originally appeared in PwC'’s Centre for Board Governance “Key considerations for board
and audit committee members” publication.
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To confront and overcome crisis, you need expertise at every step — from preparing, to responding, to recovering. PwC’s Global Crisis Centre is a virtual centre
of excellence made up of crisis specialists from different countries and industries. Our crisis teams can access and convene the best skills, experience and
knowledge from across PwC'’s network of member firms in 157 countries. We work with you to prepare for, respond to and recover from crisis. Find out more
about how you can confront crisis with confidence by visiting us at www.pwc.com/crisis

This publication has been prepared for general guidance on matters of interest only, and does not constitute professional advice. You should not act upon the
information contained in this publication without obtaining specific professional advice. No representation or warranty (express or implied) is given as to the
accuracy or completeness of the information contained in this publication, and, to the extent permitted by law, PricewaterhouseCoopers LLP, its members,
employees and agents do not accept or assume any liability, responsibility or duty of care for any consequences of you or anyone else acting, or refraining to
act, in reliance on the information contained in this publication or for any decision based on it.
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