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Fighting fraud in
the public sector III

41%
of government organisations
globally experienced at least one
instance of economic crime in
the past 24 months (down from
46% in 2012)

3 4 %
of these government
organisations experienced more
than 10 fraud incidents in the
past 24 months

27%
of government organisations
surveyed around the world
suffered losses in the past
24 months that were in excess
of US$1million
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The B ig 5

Asset
misappropriation

Procurement
fraud

B ribery and
corruption

H uman
resources fraud

Accounting
fraud

41%
of government organisations

at least one instance
of economic crime in the

past 24 months
(down from 46% in 2012)

globally experienced

3 4 %
of these government organisations

10 fraud incidents
in the past 24 months

experienced more than

27%
of government organisations

suffered losses in the
past 24 months

that were in excess of

surveyed around the world

U S$1 million

3 6 %
of economic crime experienced

was perpetrated externally
(compared to 29% in 2012)

by government organisations
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A sset misappropriation

procurement fraud

bribery and corruption

H uman resources fraud

Fighting fraud in the public sector

accounting fraud

cybercrime

K ey trends:
Emergence of the ‘Big 5’

“Procurement
fraud hasmore
than doubled in
the public sector
since 2012.”
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H ow the public sector compares

Incidents of fraud:
The types and costs
of crime
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State anti-corruption agencies

Ò«³¾»® ±º ³¿¬¬»®­ ø·²½´«¼·²¹ ½±®®«°¬·±²÷ ®»º»®®»¼ ¬± ­¬¿¬»

îðïï îðïî îðïí

ÒÍÉ � ×²¼»°»²¼»²¬ Ý±³³·­­·±² ¿¹¿·²­¬ Ý±®®«°¬·±² îôèêé îôçéè îôçíð

Ê×Ý � ×²¼»°»²¼»²¬ Þ®±¿¼ó¾¿­»¼  

ß²¬·óÝ±®®«°¬·±² Ý±³³·­­·±²

²ñ¿ ²ñ¿ êêé

Éß � Ý±®®«°¬·±² ¿²¼ Ý®·³» Ý±³³·­­·±² íôîðè ëôçìì êôïìè

ÏÔÜ � Ý®·³» ¿²¼ Ó·­½±²¼«½¬ Ý±³³·­­·±² ëôïîì ëôíðí íôçìç

Íß � ×²¼»°»²¼»²¬ Ý±³³·­­·±² ß¹¿·²­¬ Ý±®®«°¬·±² ²ñ¿ ²ñ¿ ²ñ¿

ÌßÍ � ×²¬»¹®·¬§ Ý±³³·­­·±² ïçð ïðè êê

óÙ»²»®¿´�­ Î»°±®¬ôï

ó§»¿® °»®·±¼ º®±³ ï Ö«´§ îððç

4 ,6 4 9
º®¿«¼­

$ 21m
´±­¬

4 8 %
±º ¿¹»²½·»­

¿ºº»½¬»¼

18
º®¿«¼­ ±º

$ 8 4 0k
´¿®¹»­¬ º®¿«¼

“The public
sector ranks
equal fourth
acrossall
industriesfor
instancesof
fraud”
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Counting the cost

îðû íðû ìðû ëðû
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»²º±®½»³»²¬ ¿½¬·±²­

Ñ°»®¿¬·±²¿´ ¼·­®«°¬·±²­ º®±³
´»¹¿´ñ®»¹«´¿¬±®§ »²º±®½»³»²¬ ¿½¬·±²­

×³°´»³»²¬¿¬·±² ±º °±´·½§ô °®±½»¼«®»­
¿²¼ ¬±±´­ ¬± ½±³°´§
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“In addition to

costs,there are
other commercial
consequences,
such as
reputational
damage,poor
employee morale
and service
disruption.”
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Identifying the
perpetrators:

×²¬»®²¿´ ¿½¬±®

Û¨¬»®²¿´ ¿½¬±®

Ë²µ²±©²

îðïì
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ÝÊ ±º ¿² ·²¬»®²¿´ º®¿«¼­¬»® ·² ¬¸» °«¾´·½ ­»½¬±®

Ð±­·¬·±²æ

ß¹»æ
·² îðïî÷ò Ð«¾´·½ ­»½¬±® º®¿«¼­¬»®­ ¿®» ¹»¬¬·²¹ ±´¼»®ò ×²

Ù»²¼»®æ

Ô»²¹¬¸ ±º ­»®ª·½»æ
½»²¬ ·² îðïî÷ò Ú®¿«¼­¬»®­ ¬±¼¿§ ¸¿ª» ¾»»² ©·¬¸ ¬¸»

“In PwC’s
experience,most
procurement
fraud involvesthe
external bribery
of internal
employees,
in order to secure
a contract,pay
a fraudulent
invoice or falsify
expenses.”
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Look ing to the future:
Where does the real
threat lie?
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“34% of public sector
organisationsperceive
human resourcesfraud as
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Ú®¿«¼ ¼»¬»½¬·±²

Detection and
response:
What happens once
corruption occurs?
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“Public sector organisations
took stronger action against
external than internal
perpetrators.”

On the improve

“Nearly
40 per cent of
public sector
organisations
did not know
whether they
had performed
a fraud risk
assessment in the
last 24 months.”



ìðòðû êðòðû èðòðû ïððòðûðòðû îðòðû

ß«­¬®¿´·¿Ù´±¾¿´ °«¾´·½Ù´±¾¿´

Ý·ª·´ ¿½¬·±² ©¿­ ¬¿µ»²ô

·²½´«¼·²¹ ®»½±ª»®·»­

Ô¿© »²º±®½»³»²¬

·²º±®³»¼

Ò±¬·º·»¼ ®»´»ª¿²¬

®»¹«´¿¬±®§ ¿«¬¸±®·¬·»­

É¿®²·²¹ñ®»°®·³¿²¼

Ì®¿²­º»®

Ü·­³·­­¿´

Ü·¼ ²±¬¸·²¹

Ü±²�¬ µ²±©

Ñ¬¸»®­ ø°´»¿­» ­°»½·º§÷

Ò±²» ±º ¬¸» ¿¾±ª»

èéòðû

éçòíû
ëèòèû

éíòçû
ëèòèû

ìèòèû

êðòçû
ííòèû

ììòïû

íçòïû
îêòëû

îîòèû

îïòéû
îîòïû

ïéòîû

ïéòêû
ìòèû

ðòðû

ðòðû
îòçû

ìòïû

ðòðû

íòíû
ìòìû

ðòðû
ïòëû
ïòêû

ðòîû
ðòðû
ðòðû

Î»­°±²­» ¬± ·²¬»®²¿´ °»®°»¬®¿¬±®

ìðòðû êðòðû èðòðû ïððòðûðòðû îðòðû

Ù´±¾¿´ Ù´±¾¿´ °«¾´·½ ß«­¬®¿´·¿

Ü±²�¬ µ²±©

Ñ¬¸»®

Ü·¼ ²±¬¸·²¹

Ò±²» ±º ¬¸» ¿¾±ª»

Ý·ª·´ ¿½¬·±² ©¿­ ¬¿µ»²ô

·²½´«¼·²¹ ®»½±ª»®·»­

Ô¿© ·²º±®½»³»²¬

·²º±®³»¼

Ò±¬·º·»¼ ®»´»ª¿²¬

®»¹«´¿¬±®§ ¿«¬¸±®·¬·»­

Ý»­­¿¬·±² ±º ¬¸»

¾«­·²»­­ ®»´¿¬·±²­¸·°

ìïòéû
ìðòðû

ìîòçû

êïòîû
êéòëû

èëòéû

íçòðû
íðòðû

êêòéû

íéòïû
íéòëû

ìéòêû

éòïû
ëòðû
ìòèû

ïòèû
ðòðû
ðòðû

çòêû
ïîòëû

ðòðû

ðòëû
ðòðû
ðòðû

Î»­°±²­» ¬± »¨¬»®²¿´ °»®°»¬®¿¬±®

PwC’s 2014 G lobal Economic Crime Survey 17

R esponding to internal and external fraud
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Ì¸» °®±½«®»³»²¬ º®¿«¼ ´·º» ½§½´»

É¸»®» ¼·¼ °®±½«®»³»²¬ º®¿«¼ ±½½«®á

Procurement fraud:
On the take is on
the rise

ìðòðû ëðòðû êðòðûðòðû îðòðûïðòðû íðòðû
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and
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V endor
vetting and
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Invitation of
quotes and
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Strategies to consider

•

•

•

Invitation of quotes and bids process/Vendor vetting and selection

•

•

•

•

•

• before

•

•

•

•

•

•

•

•

•

•

•

Ø±© °®±½«®»³»²¬ º®¿«¼ ±½½«®­

“The payment
processwasthe
most common
point of attack in
the procurement
life cycle.”



PwC’s 2014 G lobal Economic Crime Survey20

•

•

•

Vendor contracting and maintenance

•

•

•

•

•

Q uality review

•

•

•

•

•

•

•

Payments process

•

•

•

•

“Government
entitiesshould
actively review
and challenge
their processes
and controls,
undertake risk
assessment,
and review
and update
their detection
mechanisms.”
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Ý¸¿®¿½¬»®·­¬·½­ ±º ½§¾»®½®·³»

ì

• Market-sensitive information:

• C ustomer records:

6

• Tender information:

• Personal data:

Cybercrime:
The need to be vigilant

Splunk.Conf2014

6

100% 229 2/3 4 0

Percentage of recent
major breaches

involve the use of
valid credentials

(eg insiders or
compromised

insider credentials)

Average
number of days

from compromise
to detection

2/3 of detections
came from external

sources,that is,
the compromised

organisation did not
detect the event(s)

Average number
of systems are

touched/involved as

breach
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Strategies to consider
•

•

•

•

•

“Cybercrime
ishaving an
increasing
impact on
business,with
33 per cent
of A ustralian
respondents
reported
experiencing
cybercrime in the
last 24 months”

“In an electronic
age organisations
must be vigilant
and keep pace
with emerging
threats.”
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•

•

•

•

Supplement:
Creating workplaces that
discourage fraud

•

•

•

•

•

•

•

Í¬®»­­ ½´¿·³­ ¾®±«¹¸¬ ¾§ »³°´±§»»­
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Surveys on workplace bullying

É±®µ°´¿½» ¾«´´§·²¹ ·² ß«­¬®¿´·¿
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Preventing and detecting workplace problems

Workplace bullying: we just want it to stop

Fair Work Act 2009

not

Transformation

Policy,procedure and processes

•

•

Improvement

•

•

•

•

•

Investigating workplace matters

1.Investigative response

Verbal evidence

•

•

•

Electronic evidence

•

•

Documentary evidence
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2.G rievance mediation or facilitation process

Mediation

•

•

Facilitation

•

“A n environment with
high levelsof workplace
disputesand problemscan
harbour higher incidences
of staff misconduct such as
theft and fraud.”
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Conclusion:
Where to from here?

Through the establishment of government anti-corruption agencies and

of the risk of economic crime in the public sector. But it remains a very

experiencing economic crime in the past two years.

Procurement fraud

H uman resources w orkplace misconduct

C ybercrime

A bout the survey

“Economic crime
remainsa very
real threat,
with 41% of
public sector
organisations
experiencing
economic crime
in the past
two years.”
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